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Counterfeits online



Copyright Crime



Crime and Internet

Internet + digitisation of entertainment products 

Massive online copyright piracy

Cheap global reach via WWW + problems of 
cross-border enforcement + efficient global trade

Massive importation of counterfeits



Copyright and Internet

Copyright works, films, sound recordings and broadcasts are 
protected online as in the offline world.

When A ‘sends’ a work to B, a copy is made on B’s computer.

Making a work available online results in communication to the public.

Downloading = copying; uploading = communicating

Streaming = communicating

According to the CJEU, a communication targeted at the jurisdiction 
results in an act within the jurisdiction.

Criminal liability may depend on ‘commercial scale’.



ISP liability: ‘safe harbors’

Under statute, an exemption from liability is usually given to:

• An ISP, in relation to copies made during the neutral, technical 
process of giving internet access to subscribers

• A web site passively hosting content uploaded by others.

Once a host has notice of an infringement, it must act quickly to end 
it, or lose the exemption.it, or lose the exemption.

The liability for infringement of the person primarily responsible 
remains unaffected. 

No general duty to monitor traffic.

ISPs remain subject to duty to assist the public authorities when 
legally required to do so by a warrant or otherwise. 



Online Piracy is Cybercrime

Council of Europe Convention on Cybercrime (2001)

• Azerbaijan (01/07/2010); Georgia (01/10/2012); Hungary 
(01/07/2004); Turkey (01/01/2015); Ukraine (01/07/2006) 

Article 10 – Offences related to infringements of copyright and 
related rights: must criminalise infringing acts “committed wilfully, on related rights: must criminalise infringing acts “committed wilfully, on 
a commercial scale and by means of a computer system.”

• Mutual assistance and extradition provisions provided

Ukraine Presidential Decree No. 96/2016: Cybersecurity Strategy

• Enforcement and prevention responsibility lies with National 
Police of Ukraine



Direct download sites
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Streaming – pirated copies



Streaming – Live broadcast



Social media
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Source: City of London Police



Cyberlocker – Downloading/Streaming
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Cyberlockers – how copies are “shared”
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Peer-to-Peer download sites



Copyright Crime



Software gives number (“hash value”) to a 
pirate copy; breaks up file into small pieces
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coordinating server or ‘tracker’)



Receive and share slices of content…
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… until everyone has 100% of the file
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But IP addresses are visible
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Site-blocking orders
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Site-blocking orders



Domain name seizure




